
UNDER ATTACK

In the midst of a busy workday, a salesperson quickly going through emails opens 
a message mentioning an invoice. He scans it and then, without a second thought, 
clicks to open the attached file. Moments later, his computer locks up. 

This nightmare scenario is one that all businesses, 
including dealerships, are running into far more frequently. In 
just a few clicks, an employee can inadvertently open the door 
to a kind of threat many dealerships aren’t prepared to face. 

Anderson-Weber Toyota Lincoln in Dubuque was one of 
those dealerships.

It was a busy day in the beginning of December 2015. One 
of the dealership’s salespeople received an email referencing 
an invoice number in the subject line and with an attachment 
that appeared to be a .zip file. Without thinking, he double-
clicked on the attachment, opening the file. Those two quick 
button taps, which took less than one second, launched a 
virus that immediately began to run and lock up his files.  
Word documents, Excel files, and PDFs were all encrypted 
beyond repair. 

Then the virus began working its way over to a drive where 
the dealership kept shared documents.

“It never got into the customer files or DMS files because 
all of our workstations use a remote desktop link to access 
that,” says dealer Tim Weber. “Luckily, we were still up 
and running.”

This particular attack was not what most people imagine 
when they think of traditional computer viruses. Instead the 
computer was infected by a type of virus known as a crypto 
virus, which encrypts the victim’s files and demands a ransom 
payment in order to obtain the information needed to decrypt 
the message.

Some quick thinking led the dealership to pull the 
computer offline. They had heard about this type of attack 
from a friend who owned a dealership in a neighboring state 
and had been hit by the same type of attack. 

For Anderson-Weber, the timing of the attack couldn’t 
have been much worse. The dealership’s IT provider had 
suffered a brain aneurysm a few weeks before and was not 
yet back to work. So Weber contacted his friend who had 
gone through the same attack. That friend put Weber in touch 

with the IT provider who had helped the friend’s dealership 
get through its own attack, Valley Computer Solutions in  
Winona, Minnesota.

“Unfortunately, we’ve seen our fair share [of these attacks] 
over the years,” says Mark Krinke, president of Valley 
Computer Solutions. “It’s been going on for years, but it keeps 
getting better.”

And by better, Krinke means better for the attackers, not 
better for the victims. “What has changed from when we 
started dealing with it is it’s become an actual business model 
where a company, dealerships, whatever, gets infected. The 
infection locks all your data, it encrypts it with military grade 
encryption. You can’t get it back unless you have a backup—a 
really good backup—or you pay the ransom and pray they give 
you the keys back to your data.”

One particularly troubling aspect of crypto virus attacks is 
that they’re impossible to decrypt. While encryptions from 
years ago have been broken and the academic community 
continues to study these types of attacks, it can take years for 
someone to decrypt the data. And that is time that businesses 
don’t have.

“What’s so interesting about this type of infection is that 
all of the great computer minds in the world agree there’s no 
way to stop this type of infection,” says Krinke. There are “all 
kinds of ways you can mitigate it, but there’s nothing you can 
put in that will protect against it 100%.”

Anderson-Weber had the best-case scenario for a victim 
of a crypto virus attack. They had made the decision to do 
nightly backups of their network, and they had caught the 
virus before it was backed up. “If that had happened on a 
Friday afternoon, it would have gone through and the backup 
would have run and corrupted files in the backup,” says 
Weber. “We got lucky.”

Weber’s friend who had told him about the virus hadn’t 
been as lucky. Without a backup, he had to pay the ransom 
before he could access his data again. But that was still a better 

under attack
One of a dealership’s most valuable assets—its computer network—can 

also be its most vulnerable.
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scenario than many businesses face.
As crypto viruses become more common, new groups of 

attackers are entering the game. “What has changed now 
is there’s a bunch of knockoffs, and they’re not as willing 
to give you the keys after you’ve paid the ransom,” Krinke 
says. He cites a mom and pop service center in Minnesota 
that became infected by a crypto virus. The shop didn’t have 
much for protection in terms of firewalls, and they certainly 
didn’t have a backup. So they paid the ransom—and received 
nothing in return.

“It’s a real threat,” Krinke says. “It’s not some kid in the 
basement doing this for fun, it’s the new organized crime.”

Krinke was able to get Anderson-Weber up and running 
within about six hours. His team was able to remotely access 
the dealership’s servers and restore files based on the previous 
night’s backup, even though they weren’t his normal IT 
provider. “Tim acting quickly was really the best thing he 
could do,” Krinke says. “He had a crappy day, but he didn’t 
have several days’ loss of business.”

Lessons Learned
The silver lining of the attack at Anderson-Weber is that the 
dealership learned some important security lessons while 
surviving a situation that could have been much worse.

“Our main thing that we implemented after is, if you don’t 
recognize an email, don’t open it. If you’re not expecting 
something from somebody, don’t just open random emails,” 
says Weber. “If someone is trying to send you an invoice and 
they don’t hear from you, they’re going to call you.”

The dealership has also been proactive with examining 
computer network access, going to each workstation and 
making sure only the people who actually need access to 
shared network drives have access. Every employee who 
has email has been shown a photo of the initial message that 
launched the attack and the dealership plans to share an 
Internet security training video with employees.

JD Linkenhoker from Carrier Access, an Iowa-based 
technology solutions company, recommends that employees 
know their job area and don’t even consider opening 
attachments that aren’t part of their responsibilities.

“People, know your lane,” says Linkenhoker. “If you don’t 
have business opening said attachment, if you’re not expecting 
it, or it’s not in your lane, don’t open it. If you think it’s legit, 
send it to someone who it is in their lane. Someone who deals 
with invoices every day is going to know without a doubt if 
that invoice is expected.”

According to Linkenhoker, résumés have been causing 

problems recently. “Résumés have been a huge thing lately 
with people sending fake résumés that, when opened, are 
laden with malware,” he says. “Are you in HR or a manager 
of a department? If not, you don’t have business opening 
said attachment.”

The tricky part with email attacks is that the attackers are 
getting smarter. In a separate incident at Anderson-Weber, 
an employee received an email from a Yahoo address created 
with the name of a dealership leader. When emails come from 
what appears to be a legitimate sender, people are more likely 
to click on them—especially when they’re busy. 

“It’s so much what you would refer to as social engineering,” 
says Krinke. “They craft the email in a way that people just 
can’t help clicking on it.”

That social engineering in emails plays into a type of email 
known as phishing, which presents significant challenges 
for businesses.

“The overwhelming majority of IT security experts agree 
that the biggest hole in network security is employees, 
through phishing,” says Phil Troy, president of ComplyNet, 
a company that helps dealerships comply with state and 
federal regulations. “The results of a phishing campaign are 
just stunning. They say if you can address phishing, you’ve 
eliminated 70% of the risk.”

by the numbers

165% The rate at which new ransomware grew 
in the first quarter of 2015 
(Source: McAfee) 

$8,699.48 The average cost for a small 
business hit by a cyberattack  
(Source: National Small Business Association)

79% of small business owners don’t have a cyber 
attack response plan in place  
(Source: Nationwide)

63% of businesses admit having been victims 
of at least one attack, including viruses, phishing, 
Trojans, hacking, data breaches, and issues due to 
unpatched software  
(Source: Nationwide)

70% of data breach attacks exploit 
vulnerabilities that can be fixed with patches  
(Source: Verizon)

60% of attacks compromise businesses  
within minutes.  
(Source: Verizon)

“It’s not some kid in the 
basement doing this for fun, it’s 
the new organized crime.” 
Mark Krinke
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The key to addressing phishing is education, Troy says, adding 
that “You can’t imagine the dumb things people do. Someone gets 
an email that looks like it comes from a [website], they click on 
the link. Look at the cute squirrel? They click on the link. Once 
you click on the link, bad things can happen.”

ComplyNet helps dealerships address network security 
concerns, and one way they do that is by phishing dealership 
employees. With the dealer or IT department’s permission, 
ComplyNet will send phony phishing emails throughout the 
year and offer training to employees based on the results. After 
the training, they send the phishing emails again so they can 
see who needs additional training and what devices they were 
using when they clicked the link. In ComplyNet’s initial phishing 
campaigns before the training, the emails have earned click rates 
of 15-27%. “A dealer would kill for those kind of results on an 
email campaign, and phishers get those just by sending them out 
because people don’t think before they click the link,” Troy says.

The reality is that everyone can be fooled. Even tech savvy 
employees who know better can make a mistake.

“It is going to happen,” Linkenhoker says. “The training is less 
about identifying specific threats and more just about awareness 
of where things are in the industry. Carelessness and being 
unaware is what lead to data breaches.”

Because anyone can make a mistake, it’s important not to 
instill a culture of fear around technology. Dealerships need 
employees to be willing to step up and admit they clicked on 
something they shouldn’t have—or the problem can become 
much, much worse.

“If people are aware and they’re willing to say, ‘I made a 
mistake,’ get that system disconnected. You’ve neutered the 
threat right there,” says Linkenhoker. “If it’s people going ‘oops,’ 
and they’re so worried they’re going to get in a lot of trouble they 
do nothing paralyzed by the fear of what could potentially be 

a problem rather than acting to mitigate it immediately—that’s 
when you run the greatest risk.”

An example of that is one of Carrier Access’ financial industry 
clients, where an employee knew they did something wrong 
but didn’t tell anyone until files they were working on started 
to have problems. The Carrier Access team, once alerted to the 
problem, was able to trace the infection back to the initial event 
that caused it, and found that it had happened in the middle of 
the previous day. In the meantime, the virus had encrypted 20% 
of the company’s shared drive and they had to do a large-scale 
restoration of a day-and-half’s worth of business data.

“That was all because instead of saying something, they were 
worried they were going to get in trouble,” Linkenhoker says. 
“The problem they caused by not saying something was much 
more trouble.”

As greater numbers of digital natives, or people who grew 
up with computer technology, enter the workplace, a certain 
level of computer savvy should follow. That doesn’t mean 
that training and awareness aren’t as important with younger 
workers—and dealerships certainly shouldn’t assume that just 
because someone is of a certain age that they are more—or less—
comfortable around technology.

“From a training perspective, you can’t train awareness 
without instilling a sense of fear, but you don’t really want to get 
people afraid of using technology,” Linkenhoker says. Technology 

foil phishing
Don’t fall prey to a phishing scam. Follow these tips from Intel Security to help protect yourself and your business.

• Keep security software and browsers up to date.

• Hover over links to make sure the embedded link will take you where it claims it will.

• Watch for obvious red flags, like misspelled words, incorrect URLs, unprofessional visuals,  
   and unrecognized senders.

• Don’t click links in emails. Instead, go directly to the company’s website.

• If an email is from an unknown or suspicious sender, don’t click on any links.

• Don’t forward a suspicious email on to coworkers, friends, or family.

• Pay attention to alerts. Don’t download content that your browser or security software   
   notifies you may be malicious.

• Be careful with your personal information. Don’t give away your credit card number,  
   home address, or Social Security number to any website or email address that may  
   be suspicious.

“The overwhelming majority of IT 
security experts agree that the 
biggest hole in network security is 
employees, through phishing.”  
Phil Troy
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has shifted from a necessary expense to a business amplifier that 
boosts workers’ productivity. Employees need to be willing to use 
technology and feel comfortable with it, but also feel comfortable 
admitting they made a mistake without fearing the repercussions.

Protecting Your Network
Dealerships can—and should—take several steps to secure their 
networks. Having a reliable back-up system is a must.

“One thing companies could really do to mitigate this is, when 
we look at it from the IT side, really have a backup system that’s 
tested, that’s audited, that’s truly a disaster recovery system,” 
says Krinke of Valley Computer Solutions. “It costs money, and 
a lot of places, they run a little tight and don’t always want to 
invest in the IT side because you’re not just getting a shiny new 
computer. You’re paying for insurance. But the day you need it, 
it’s worth its weight in gold.”

Linkenhoker also stresses the importance of backups.
“What you really need are reliable backup mechanisms,” 

Linkenhoker says. “There are some threats out there where 
the only protection is being able to recover from them . . . Most 
people do not view disaster recovery and back up as a security 
precaution, but in a world where security concepts such as 
encryption are being used to attack and lock business data, and 
for the ransomware concept, it’s evolved into a security directive.”

Backups are effective for recovering from an attack, but there 

are other security components that are essential for protecting 
your network: anti-virus software, anti-spam solutions, and 
a firewall.

After decades of malware infecting computers, most people 
are familiar with the concept of anti-virus software and know 
the risks they are taking if they choose not to use it. Anti-spam 
solutions prevent employees from receiving email that is clearly 
spam, but some go beyond the basics to allow dealerships to 
protect employees from themselves. 

“Email, you need to protect two ways. You need to protect in 
and out,” says Linkenhoker. A modern anti-spam filter will allow 
you to cut down on spam, including phishing attacks, and will 
allow you to filter outbound emails based on certain metrics. 
“These metrics would include things such as if it appears to be an 
account number, a Social Security number, a credit card number. 
Not only does it not go out, but it then kicks back an alert to 
someone in an authoritative position to then take action.”

A firewall sits at the edge of a computer network and protects 
the network from unauthorized access. A next generation 
firewall takes that a step further and combines the traditional 
firewall with filtering capabilities that allow businesses to limit 
traffic on an application-by-application basis.

For example, a dealership has 10 MB of bandwidth. The 
dealership knows that some social networking sites are necessary 
for business purposes. Employees watch training videos on 

crack the code
When it comes to technology, it can seem like people are speaking a different 
language. Use this dictionary to decode the lingo.

encryption:\ transformation of plain 
text data into a form concealing the 
data’s original meaning

decryption:\ the process of converting 
data back into its plain text form

firewall:\ hardware or software that 
protects a computer network by 
blocking unauthorized access

malware:\ software that is  
intended to damage or disable 
computers and networks 

phishing:\ fraudulent emails posing  
as a reputable, legitimate sender  
that attempt to gain information from 
the recipient

ransomware:\ malware that encrypts 
files until a ransom is paid

trojan horse:\ a malicious program 
that breaches computer security  
while appearing to perform a  
harmless function

unpatched software:\ software that is 
not current with the latest updates 
designed to fix bugs

virus:\ a piece of code that copies 
itself and performs malicious actions

worm:\ a self-replicating virus



UNDER ATTACK

30 IOWA AUTO DEALER

YouTube or are posting marketing updates on Facebook. But 
the dealership doesn’t want the entire bandwidth used up by 
employees checking their newsfeeds or watching videos of cute 
puppies. The next generation firewall allows the dealership to 
limit the amount of bandwidth allocated to those sites, making 
the rest of the network run more efficiently.

The next generation firewall can also help protect your 
business from customers who would take advantage of your 
resources. Many dealerships provide free wi-fi to customers 
in waiting areas. The next generation firewall allows the 
dealership to segment the guest wi-fi completely away from the  
business network. 

“There’s no way someone could ever use this wi-fi to then 
access any resources inside your network,” says Linkenhoker. 
“It’s a full, separate network. Sure, it plugs into the same firewall, 
but that firewall knows this goes nowhere but out and back.”

You can also do global filtering on the wi-fi network to 
prevent customers from using your wireless connection to 
access networks such as BitTorrent, which allows users to pirate 
movies, music, software, and other files.

“You do not want to be the people getting the emails and alerts 
from Mediacom saying we’re going to shut off your Internet 
because you’re illegally pirating,” Linkenhoker says.

Get Help
Technology today is too complex and the risks are too great to 
leave network security up to chance. Dealerships need help, 
whether its through hiring dedicated IT professionals or working 
with a third-party vendor.

“Look at your IT providers as they’re there to help you 
mitigate risk,” says Krinke. “Yeah, some of the policies can be 
kind of a pain in the butt, like locking down computers so people 
can’t just install whatever they want. . . Cutting down exposure is 
really key. Employees don’t like that, but we look at it like we’re 
working for the dealer and protecting their interests.”

The fact is that viruses and other forms of malware are 

nothing new—but the stakes are much higher than they were 
years ago.

“There’s been crap going around the Internet for the past 15 
years. Today’s no different, but it does more damage, is faster, 
and has more financial impact than ever before,” says Krinke.

Whether you have an employee handling IT or contract with 
an outside vendor, you need someone to turn to when questions 
or problems arise. And you need to feel comfortable asking 
for help.

Dealerships should also make sure employees know what 
to do if something suspicious or concerning appears on 
their computers.

“When in doubt, turn it off, pull the plug. That could save 
data,” Krinke says. “Even if they’re suspicious they should just 
yank the cord out of the computer that is the problem. Better to 
do that than have a server that is half encrypted.”

Disconnecting the computer from the network will keep 
the problem from spreading. Once the computer is offline, IT 
personnel can take action to see whether other parts of the 
network have been infected.

“You want to stop it as soon as possible and disconnect it from 
the network,” Linkenhoker says. “Amputate said device.”

Legal Responsibilities
Because dealers collect nonpublic information about customers, 
it’s vital that the data and the networks that support the business 
are protected. The costs of a breach—especially a breach 
that compromises private customer information, like Social 
Security numbers, credit scores, and credit card numbers—can 
be devastating to a business, and that’s before you factor in the 
loss of reputation and trust among consumers once news of the 
breach becomes public.

“Every state has regulations as to what a vendor, not just 
a dealer but anybody, must do in the event that there’s a data 
breech,” says ComplyNet’s Troy. “They need a plan, they  
need procedures.” 

are you protected?
Not sure if your computer network is secure? Set up a meeting 
with your IT provider or department and work through this list 
of questions.

• Do we have a reliable, tested back-up method?

• What is our disaster recovery process?

• What level of protection does our firewall provide?

• Do we have anti-virus throughout our environment?

• How frequently are we installing patches?

• How secure is our customer wireless?

• What resources are located on our internal network?

• What resources are hosted off site?

• What is the plan in case of a breach?
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Troy advises dealers to write out a plan of what to do in case of a breach 
and communicate that plan with employees. 

Companies such as ComplyNet and LMC Insurance & Risk Management  
can help dealerships purchase insurance that will help in the case of such 
a breach, as well.

In addition to legal requirements regarding non-public data, dealers 
accepting credit cards as payment also must comply with Payment Card 
Industry (PCI) standards, which concern the protection of payment 
cardholder data. The penalties for non-compliance, which can include 
terminating a company’s ability to accept payment cards, can cripple 
a business.

Another area that is particularly important for dealers to protect is their 
proprietary data, including what is contained in their dealer management 
system (DMS). Many DMS provide built-in security to help protect dealer 
data. For example, Dealertrack stores all dealership data in a remote server. 
“Security breaches are more likely to happen within the dealership’s firewall, 
so Dealertrack stores the data on a remote cloud server because it is a more 
secure environment than a server box in the dealership,” according to 
security documents provided by Dealertrack. “Most security breaches that 
happen in a dealership are associated with stolen back-up tapes, intruder 
hacking systems, and dealership accounting systems being accessed through 
the dealership firewall.” Dealertrack also uses a data loss prevention tool to 
monitor and prevent data from being transmitted outside the dealership.

Dealers need to make sure that all vendors who have access to dealer data 
are accessing it appropriately and not violating privacy policies.

NADA created the “Service Provider Dealer Data Access Addendum” in 
2013 in an effort to help dealers comply with federal law.

“The basic problem is the inherent conflict between, on the one hand, the 
need to provide access to manufacturers, vendors, and other third parties 
who legitimately require access to portions of the Dealer Data so that they 
can provide a service to the dealer, and, on the other hand, the dealer’s 
regulatory duties regarding the Dealer Data, as well as their legitimate 
business interests in the Dealer Data,” NADA Legal and Regulatory Affairs 
shared in a 2013 memo.

The NADA addendum can be accessed at NADA.org/dealerdata/. IADA 
encourages all dealerships to consult with their attorney and consider having 
third-party vendors with access to dealership data sign the addendum if they 
haven’t already.

Be Prepared
If your dealership is one of the lucky ones who hasn’t yet encountered a 
serious virus, attack, or data breach, the time to prepare is now because 
inevitably it will happen to you.

Talk with your IT provider to make sure your network environment 
security matches your business needs. Visit with employees to see if there 
are any potential security or network problems that they see—or policies that 
they’re unsure about. Figure out what you don’t know about your network, 
and then ask the questions.

“If you don’t know, raise your hand. There are no stupid questions 
when it comes to security,” says Linkenhoker. “There should be no sense of 
admonishment or any embarrassment ever given to someone who doesn’t 
know something and is willing to ask, even if it seems ridiculous. It’s better 
that they asked than that moment when the ridiculous thing they went along 
with [is] a detriment to the company.”

Resources

Carrier Access Inc.
Carrier Access offers tech support, 
network security, and disaster recovery 
solutions in addition to a comprehensive 
communications solution, including 
local and long-distance phone, Internet, 
and data services, which is an IADA-
endorsed product.

For More Information:
Jeremy Baumann | 515.987.9226 
jbaumann@carrieraccessinc.com 
carrieraccessinc.com

ComplyNet
ComplyNet helps dealerships manage 
risks and comply with automotive 
laws and regulations, including PCI 
compliance and computer safety.

For More Information:
Phil Troy | 847.915.6387 
phil.troy@complynet.com 
complynet.com

LMC Insurance & Risk 
Management
LMC helps clients analyze their exposure 
for cyber and data risk, establishes 
company-wide security policies, and 
puts together an insurance product that 
meets their needs.

For More Information:
Brian Hughes | 515.237.0102 
brian.hughes@lmcins.com 
lmcins.com

Valley Computer Solutions
Valley Computer Solutions is a 
Minnesota-based IT company that 
provides managed services and  
IT consulting.

For More Information:
Mark Krinke | 507.858.4371 
info@valleycomputersolutions.com 
valleycomputersolutions.com


