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The following information is advice for small businesses and other offices that collect or store customer or client 
personal identifying information such as Social Security numbers, bank account numbers, credit card numbers, 
medical information, driver’s license numbers, or other similar information.  

(A) Employees are often the weakest link in a data security system. For example, an employee may open an email 
attachment unintentionally unleashing an electronic worm into your office system, putting private client or customer 
data at risk.  In addition, an employee may attempt to steal data. Take the following steps to avoid losing data to 
employee mistakes or theft:
 (1)  Establish a clear employee data practices policy and hold your employees accountable for 
                  compliance.
 (2)  Include your company’s employee Internet access policy in employee manuals and regularly   
                  review the policy with your employees.
 (3)  Warn employees against opening or downloading unknown attachments or clicking on to 
        unfamiliar links. Require employees to get permission before loading new software or updates.
 (4)  Consider limiting Internet access to only those employees whose work requires Internet access.
 (5)  Consider having your employees sign a confidentially agreement regarding company and 
                  customer data. 
(B) Have regular privacy/data protection audits done of your business by trusted third party auditors.

(A) Always promptly install all software updates. Having the latest security software, web browser, 
and operating systems are the best defenses against viruses, malware, and other online threats.
(B) Have a firewall for all your hardware (desktops, laptops, servers, phones, etc.).  If employees 
work from home, ensure that their home system(s) are protected by a firewall.
(C) If employees use company-owned cell phones, require users to password-protect their devices, 
encrypt their data, and install security apps to prevent criminals from stealing information while the 
phone is on public networks. Be sure to set reporting procedures for lost or stolen equipment.
(D) Buy and regularly update security software packages.  But know their limitations. Some do not 
provide “total protection” for all your business devices. 
(E) Determine if you need a secure server/connection for your e-mail system. If clients are e-mailing 
you their personal data, such as Social Security numbers and financial information, confirm your 
email servers are secure with protected data exchanges. 
(F) Make sure your wifi network is protected with a highly secure password.

II. Update and maintain technology to protect data.  

I. Train and monitor your employees who handle or have access to important data.
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(A) Be wary of allowing an outside IT/computer service provider to access your systems without close and 
immediate supervision.
(B) Require an IT/computer service provider to sign an agreement stating it will not collect or sell your data.
(C) Always check with the Better Business Bureau before working with any IT company, including local
companies. Double-check the business name and address to make sure you have the correct company.
For exampple, a company named “XYZ” in one Iowa city may have an A+ rating with the BBB, while a
company with the same name in a nearby city may have a negative or no rating.
(D) Check the Iowa Secretary of State’s website to confirm a company is registered to operate in Iowa.
(E) Know the difference between an account with administrative privileges and an account with non-administrative 
privileges. “Administrators” generally have access to everything in your system.  Also, some systems may allow 
individuals who are not considered “Administrators" to have the same access as an Administrator.
(F) Don’t share administrative passwords with individuals who are not your employees.

(A) Require users to password-protect their equipment, encrypt their data, and install security apps to prevent theft 
while the device is on public networks. Set reporting procedures for lost or stolen equipment.
(B) Laptops are easily subject to theft.  Lock up laptops when not in use.  Require employees to keep laptops safe 
from theft when taking a laptop home for use or when traveling.
(C) If you take client or customer payment via credit card, isolate payment systems from other, less secure programs 
and don't use the same computer to process payments and surf the Internet.
(D) Consider implementing multi-factor authentication that requires additional information beyond a password to 
gain entry. Check with your vendors that handle sensitive data, especially financial institutions, to see if they offer 
multi-factor authentication for your account.
(E) Certain vendors may offer reduced pricing for their services if you agree to provide them with access to client/ 
customer data. This is a real warning sign that you may be subjecting your customers or clients to identity theft.
(F) Be extremely wary of anyone who asks to buy your client/customer data. Do not ever sell customer or client 
data without first obtaining legal advice from an attorney and never sell customer data that is protected from 
disclosure by applicable law.
(G) Don’t use cloud-based services to store or access customer data unless they are secure. Some cloud-based 
providers don’t guarantee data is protected from vendor access.
(H) Anyone can access and use unprotected wireless routers, and possibly hack into protected wireless routers.
If your business is close to other buildings or office spaces, it may be safer to shut down your wireless router outside 
business hours or when not in use.
(I) You may wish to require guests to sign-in when entering your business setting. Having a record of who was there 
may come in handy in the event of a data breach.
(J) Finally, make sure that someone in your office knows the state and federal laws that apply to your company
data or make sure you have ready access to a knowledgeable lawyer.

III. Be careful sharing your systems with outside sources.

IV. Be otherwise vigilant about protecting customer/client data.


