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NEWSLETTER
June 23, 2021

Colonial Pipeline. JBS. DMACC. Your 
dealership.

It's not a matter of if, but when hackers 
will try to breach your network and 
wreak havoc. And if you don't want 
your dealership's name added to the 
list of businesses facing disastrous 
consequences from cyber attacks, you 
need to ensure that your network is secure, 
your backups are off-site and protected, 
and your employees are trained on basic 
IT best  practices.

Not convinced you'll be a target? Think 
again. In 2017, IADA was the victim of a 
ransomware attack. Thankfully, downtime 
was minimal—just the time needed to 
restore off-site backups—but if hackers 
are targeting small trade associations, 
dealerships, with exponentially more 
valuable private personal data from 
customers, are an even more desirable 
target.

With the potential for catastrophic 
consequences should a breach occur, 
network security should be at the top of 
every dealership's priority list. Here are a 
few of the things you should be thinking 
about.

Lean on your IT team.
Whether you have IT specialists on staff 
or work with a third-party vendor, your IT 
team needs to provide trusted expertise 

on your particular situation.

IADA uses ACES, an Iowa-based managed 
services provider that specializes in IT 
for auto dealerships and non-profits. 
(Jacob Wittmayer may be contacted 
at jwittmayer@acesiowa.com if you're 
interested in learning about their 
dealership IT services.)

Strengthen your password policy.
Talk with your IT team about best 
practices for passwords. Some to consider 
include minimum length, complexity 
requirements, banning common 
passwords, and requiring employees to 
use different passwords for work and 
personal accounts. 

Remove former employees.
When someone leaves your organization, 
deactivate or remove their login 
credentials.

Stay current with updates and patches.
You know you need to stay up to date with 
your antivirus, but installing patches and 
updates can be just as critical for security.

Utilize a firewall.
A firewall is the first line of defense for 
your network. Work with your IT team to 
determine which type of firewall is ideal 
for your network, and plan to replace it on 
a regular schedule.

Implement multi-factor 

authentication. 
Multi-factor authentication boosts 
security by requiring users to verify their 
identity by two or more methods, such as 
by typing in a password on a computer 
and confirming access on a separate 
mobile device. 

Implement and validate off-site back 
ups.
Your network needs to be backed up, and 
those back ups need to be hosted off-
site. Not only does that give you a restore 
point if something happens to your 
network, but keeping those back ups off 
site prevents possible back up loss from 
natural disasters.  

Develop a disaster recovery plan.
What are you going to do when your 
network is breached? Dealership 
management and IT should work together 
to develop a comprehensive plan for how 
to handle a breach before it happens, 
so leaders can turn to an established 
playbook in a time of high stress.

Consider cyber liability insurance.
If you don't already have it, talk with your 
insurance agent about cyber insurance. If 
you do have it, make sure you understand 
your policy. IADA preferred provider 
LMC Insurance & Risk Management can 
help dealerships obtain cyber liability 
insurance. Reach out to Pat Duff for more 
information. 

PROTECT 
YOUR 

NETWORK

https://www.zdnet.com/article/colonial-pipeline-ransomware-attack-everything-you-need-to-know/
https://www.bloomberg.com/news/articles/2021-05-31/meat-is-latest-cyber-victim-as-hackers-hit-top-supplier-jbs
https://www.businessrecord.com/Content/Default/All-Latest-News/Article/Denson-DMACC-ransomware-response-like-hand-to-hand-combat-/-3/248/93685
https://iada.com/action-update/hackers-target-iada/
https://iada.com/action-update/hackers-target-iada/
https://www.acesiowa.com/
mailto:jwittmayer%40acesiowa.com?subject=
https://www.lmcins.com/
mailto:pat.duff%40lmcins.com?subject=
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DEALER NEWS
Brown's Family of Dealerships 
Purchases West Branch Ford
Brown's Family of Dealerships has purchased West 
Branch Ford from Brad Larson. The dealership will now 
be called Brown's West Branch Ford.

If you have dealership news to share, let Brittany Bungert know. Send 
her an email or call 515.440.7620.

Damage 
Disclosure: 
New Form 
Required 
July 1
Beginning on July 1, all Iowa 
dealerships must use a new version 
of the damage disclosure form, 
which reflects the change in law 
from a 50% to 70% threshold for 
determining whether a vehicle is 
wrecked or salvage. 

A damage disclosure is required on every vehicle 
that is seven model years old or newer with a GVWR of less than 16,000 
lbs. Beginning on July 1, dealerships will:

• Process the title of vehicles that have not been damaged in excess of 
50% as normal

• Complete the damage disclosure on the title and fill out the new 
damage disclosure form if the vehicle has been damaged in excess of 
50%. Only those vehicles with damage greater than 70% will receive a 
branded title.

Paper Forms
The new DDS8 form has been available for pre-order from the IADA Printing 
& Promotions online store for over a month. Forms have been shipped to 
all dealerships that pre-ordered them and are available for regular orders 
moving forward. The old form, DDS7, is no longer available for purchase.

Contact promoprint@iada.com with questions about ordering the new 
DDS8 form.

E-Forms
Dealerships using e-forms will need to contact their DMS company to 
make sure the forms are ready for them to use on July 1. The new form has 
been provided to the following DMS platforms:

• Adams

• Advent Resources

• Auto/Mate by DealerSocket

• AutoSoft 

• CDK

• DealerBuilt 

• Dealertrack

• Frazer

• IDMS by DealerSocket

• Innovative Dealer Services

• PBS

• Reynolds & Reynolds

Dealerships using e-forms should contact Jessi White or Briann German 
with questions.

New Laws Effective July 1, 2021

Laws Changing July 1
New laws go into effect on July 1 and dealerships need 
to be ready.

Last week, IADA President Bruce Anderson and 
Legislative Counsel Brad Epperly of Nyemaster Goode 
led a webinar explaining the changing law to dealership 
employees. That webinar is now available on demand 
for IADA members.

The 45-minute webinar covers eight of the biggest 
changes impacting dealers, including damage 
disclosure on salvage vehicles, trade credit adjustments, 
penalties for late or under payment on the fee for new 
registration, and IADA's policy bill.

NADA Releases Guide 
to Online Financing, 
eContracting

NADA recently released 
A Dealer Guide to 
Online Financing and 
eContracting. The guide 
covers in-dealership 
and remote electronic 
contracting and shares 
best practices to 
help dealerships stay 
compliant. 

mailto:bbungert%40iada.com?subject=
mailto:bbungert%40iada.com?subject=
https://iada.com/action-update/damage-disclosure-changing-effective-july-1/
https://iada.com/action-update/damage-disclosure-changing-effective-july-1/
https://store.iada.com/product/damage-disclosure-statement-2/
https://store.iada.com/product/damage-disclosure-statement-2/
mailto:promoprint@iada.com
mailto:jwhite%40iada.com?subject=
mailto:bgerman%40iada.com?subject=
https://attendee.gotowebinar.com/recording/1043330297837653260
https://attendee.gotowebinar.com/recording/1043330297837653260
https://www.nada.org/CustomTemplates/DrivenGuidesTemplate.aspx?id=21474864153
https://www.nada.org/CustomTemplates/DrivenGuidesTemplate.aspx?id=21474864153
https://www.nada.org/CustomTemplates/DrivenGuidesTemplate.aspx?id=21474864153
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Regulatory Refresh: Damage Disclosure on New Vehicles
The protections of Iowa’s law regarding 
the disclosure of damage to new vehicles 
do not apply to any dealership that does 
not post “in a conspicuous place notice 
that repairs, adjustments, or replacements 
will be disclosed upon request."

That is a quirky provision of the law, but 
here is the background on how it works 
and why the sign is necessary. It is not as 
simple as “New vehicle damage in excess 
of 4% of MSRP must be disclosed.” Iowa’s 
Consumer Protection Act requires the 
disclosure of all material facts in the sale 
of consumer merchandise. That includes 
automobiles sold or leased primarily for 
personal, family, or household purposes. 
The fact that merchandise has been 
damaged and repaired before its first 
retail sale is generally considered to be 
a material fact that must be disclosed 
regardless of the amount of damage. 

That is the starting point. Retailers of 
consumer goods have a legal obligation 
in Iowa to disclose when goods have been 
damaged and repaired. The 4% of MSRP 
rule is a very narrow exception to that law 
that only applies if four specific conditions 
are met. One of those conditions is that 
the conspicuous notice is posted. 

Those four conditions are: 

1. The repairs, adjustments, or 
replacements were made to achieve 
compliance with factory specifications.

2. The actual cost of any labor or parts 
charged to or performed by the dealer 
for any such repairs, adjustments, 
or parts does not exceed 4% of the 
manufacturer’s suggested retail price.

3. The dealer posts in a conspicuous 
place notice that repairs, adjustments, 
or replacements will be disclosed 
upon request. 

4. The dealer discloses any such repairs, 
adjustments, or replacements upon 
request.

If the notice is not conspicuously posted, 
all repairs (even those costing less than 
4% of MSRP) must be disclosed. IADA 
suggests that the following language be 
used in the posted notice:

NOTICE TO OUR 
CUSTOMERS

We prepare each new 
vehicle for your use 
before delivery to you. 
This dealer preparation 
includes servicing and 
making adjustments 
on the vehicle. It may 
also include repairs 
and replacement of 
parts with new parts. 
A disclosure of these 
repairs, replacements, 
and adjustments will be 
provided to you upon 
request.

IADA Printing & Promotions stocks a 
sturdy laminated sign with that language 
that is available at IADA.com, or you can 
cut and paste from this article and create 
your own. It is important that the sign be 
posted conspicuously in the dealership. 

Other information regarding the new 
vehicle damage disclosure requirements, 
including the specific written disclosure 

that must be given to customers when 
selling a vehicle that has sustained damage 
exceeding 4% of MSRP is available in the 
Legal Library of IADA.com.

Contact IADA President Bruce Anderson at 
banderson@iada.com with any questions.

New Vehicle  
Damage Disclosure
vs.
New Damage  
Disclosure Form
What's the difference?
The terms are similar, but there are 
important differences between the 
two. 

New vehicle damage disclosure 
refers to new vehicles with damage 
in excess of 4% of MSRP.

The new damage disclosure form 
is a recently revised form that must 
be used to disclose damage on 
vehicles seven model years old or 
newer with a GVWR of less than 
16,000 lbs.

Court of Appeals Affirms Definition of Community
In a decision filed June 16, 2021, the Court of Appeals of Iowa affirmed that the definition of 
"community" is defined by Iowa Code. 

According to the decision in Sioux City Truck Sales Inc. vs. Iowa Department of Transportation 
and Peterbilt Motors Co. and Allstate Peterbilt of Clear Lake, "The legislature's definition of 
'community' leaves no ambiguity." This is consistent with IADA's long-standing advice to dealers 
that in franchise agreements, the definition of community as written in Chapter 322A.1 is the only 
definition that matters.

"Community" means the franchisee's area of responsibility as stipulated in 
the franchise. (322A.1)

Given the importance of a dealer's community, you must remember that a community is not 
publicly available information. IADA and the DOT do not have access to that information. A 
dealership's agreed upon community is known only by the dealership and the manufacturer, so 
make sure to keep records and documentation regarding the boundaries of your community. 

“The legislature's 
definition of 
'community' 
leaves no 
ambiguity.”

https://store.iada.com/product/laminated-damage-disclosure-notice/
https://store.iada.com/product/laminated-damage-disclosure-notice/
https://iada.com/legal-library/new-vehicle-damage-disclosure/
https://iada.com/legal-library/new-vehicle-damage-disclosure/
mailto:banderson@iada.com
https://iada.com/app/uploads/2021/06/SCTS-Court-of-Appeals.pdf
https://www.legis.iowa.gov/docs/code/322A.pdf
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New DOT Template Allows Dealers 
to Add Vehicles to ARTS, Assign 
Vehicles as Trucks
The Iowa DOT has created a template that will allow dealerships to add 
vehicles and assign vehicles as trucks in ARTS.

Download the template.

There are two scenarios in which this template will be helpful for dealerships: 
when a new model is introduced but has not yet been added into ARTS 
and when a vehicle needs to be updated in ARTS to reflect that it is a truck.

IADA has created two how-to videos for dealership employees to use as 
resources:

• Adding Vehicles to ARTS

• Assigning a Vehicle as a Truck

Contact IADA Director of Dealer Services Jessi White with questions about 
the new template. She can be reached at jwhite@iada.com or 515.440.7611.

Webinar: Owning Your Used 
Vehicle Market
The automotive industry is rapidly adapting to the digital world—and it's 
making sourcing inventory more difficult. 

Randy Barone and Stu Zalud of ACV Auctions will lead an educational 
webinar for IADA members on July 21 from 9:00 to 9:45 a.m. They'll show 
you how to break away from the pack and optimize your used car business 
in this educational webinar.

Created with dealers, general managers, and used car managers in mind, 
attendees will learn about:

• New sources of inventory

• Acquiring directly from consumers

• Increasing your turn

• Better marketing methods

• Reducing your expenses

• Enhancing online transactions

Register to attend.

OSHA Revises COVID 
Guidance
OSHA recently released revised guidance on mitigating 
and preventing workplace spread of COVID-19.

The guidance recommends that employers:

1. Provide paid time off for employees to get 
vaccinated.

2. Require unvaccinated employees who have been 
in close contact with someone who has tested 
positive for COVID-19 and all employees who have 
tested positive for or are showing symptoms of 
COVID-19 to stay home from work.

3. Implement physical distancing for unvaccinated or 
at-risk workers in communal areas.

4. Provide face coverings to unvaccinated and at-risk 
workers.

5. Educate workers on the business' COVID-19 
policies.

6. Recommend that unvaccinated customers wear 
face coverings.

7. Maintain ventilation systems.

8. Perform routine cleaning and disinfection.

9. Record and report COVID-19 infections and deaths.

10. Implement protections from retaliation and allow 
workers to anonymously voice concerns about 
COVID-19-related hazards.

Dealerships can point to following OSHA guidance as 
a safe harbor defense against COVID-19 liability under 
Iowa law.

Let's Celebrate Your Dealership's 
Milestone Anniversary
Each year, IADA honors dealerships celebrating 25, 50, 75, or 100 years in 
business—but we can only include your dealership if you let us know it's 
your anniversary.

Please fill out the Milestone Anniversary form on the IADA website (even 
if 2021 is not a milestone for you) and let us know when your dealership 
was founded. Dealerships celebrating milestones in 2021 will be invited to 
attend a special dinner in August. Dealerships celebrating in subsequent 
years will be contacted at that time.

Questions? Contact IADA Director of Special Events Mary Cason at 
mcason@iada.com or 515.440.7625.

https://iadadm-my.sharepoint.com/:x:/g/personal/bbungert_iada_com/ES-KAh1kqYlFm0pWwVpRs4wBEtNGqxqcvtruZ1jewRz50g?e=tuAqO3
https://vimeo.com/565670792
https://vimeo.com/565670838
mailto:jwhite%40iada.com?subject=
https://register.gotowebinar.com/register/5102065320860564236
https://register.gotowebinar.com/register/5102065320860564236
https://register.gotowebinar.com/register/5102065320860564236
https://www.osha.gov/coronavirus/safework
https://www.osha.gov/coronavirus/safework
https://iada.com/action-update/compliance-with-guidance-protects-businesses-from-covid-19-liability/
https://iada.com/action-update/compliance-with-guidance-protects-businesses-from-covid-19-liability/
https://iada.com/action-update/compliance-with-guidance-protects-businesses-from-covid-19-liability/
https://iada.com/about/awards/milestone-dealerships/
mailto:mcason%40iada.com?subject=

